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Document History

Version

Date Description

V1.0

22 September 2019 First release of GSMA Network Settings
Exchange platform

Document References

TS.32

View document here

TS.36

View document here

Abbreviations

NSX GSMA Network Settings Exchange
MNO Mobile Network Operator

MVNO Mobile Virtual Network Operator
OEM Original Equipment Manufacturer
IMEI Db IMEI Database
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https://www.gsma.com/newsroom/resources/devices-setting-database/

Introduction

The GSMA Network Settings Exchange as defined in TS.36 is to be used to enable the efficient
transfer of settings, for the automatic technical configuration of mobile devices, not sold through
the MNO sales channels, to ensure that the device can provide the customer with the services
being promoted and offered by the MNO.

GSMA Network Settings Exchange will contain settings from all mobile network operators (MNOSs),
including mobile virtual network operators (MVNOSs) and provide them to all Original Equipment
Manufacturers (OEMSs) in order to allow for the appropriate customisation of their devices, through
one database.

This document helps an OEM user to register for an account and understand how to access the
settings uploaded by the MNOs and MVNOs.

OEM Registration

The OEMs must register in the GSMA Network Settings Exchange to access the network settings
shared by the MNOs and MVNOs.

Follow the steps below to register for an account if you do not have a GSMA IMEI Db account
already for TAC allocation purposes.

Note: If you are a TAC user having an account with IMEI Database please go to the section TAC
User Access to NSX in this document

To get started, enter the IMEI Database URL https://imeidb.gsma.com in your web browser. Click
GSMA Network Settings Exchange banner displayed below the header section. This will navigate
to the NSX home page.
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ey IMEI DATABASE Contact
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»
The world's first network settings hub for smooth,‘ ( ~

simple sharing of network settings information
for mobile devices.
GSMA NETWORK SETTINGS EXCHANGE

The GSMA Network Settings Exchange has been developed in collaboration with
manufacturers and network operators around the world, through the GSMA Terminal
Steering (TS) Group User ID

An industry first, this new service provides operators’ one location to distribute their
latest network settings information to manufacturers around the world. This allows Password

accurate configuration of non-provisioned / open market mobile devices to ensure
they can support the customer with the services being promoted and offered by the
Forgot Password? LOGIN @

MNO / MVNO from the first insertion of a SIM

SERVICE BENEFITS

ONE GLOBAL LOCATION

Seamless access to the latest network
settings for device manufacturers.

O

TIME EFFICIENT OPTIMIZED CUSTOMER EXPERIENCE

No need to share network settings with Customers receive the right settings, even if
individual device manufacturers. the device is not provisioned to a network.

O® O

HOW IT WORKS

1 . 2' 3.
Operators upload their latest settings to the Manufacturers visit one location for seamless ~ When non-provisioned devices access these
GSMA Network Settings Exchange platform. access to the latest network settings to host settings, they will be configured correctly.

on their servers.

ONLINE APPLICATION PROCESS MORE INFORMATION

MOBILE NETWORK ((g)) OEMs / CHIPSET PDF DOWNLOAD II
OPERATORS (MNOs) / PROVIDER

MOBILE VIRTUAL

NETWORK OPERATORS (MVNOs)

Select appropriate licence type Submit application form

Figure 1: GSMA Network Settings Exchange home page

a. You will be navigated to the GSMA Network Settings Exchange homepage

Click the “Create Account” button in the “OEMs / CHIPSET PROVIDER” section

c. A pop-up alert will ask you to confirm whether you are an existing TAC user in the
IMEI Database
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d. If you select yes, you will be redirected to the IMEI Database homepage to login

with your TAC account details.

e. If you select No, the registration form will be displayed as shown in Figure 2 below:

IMEI DATABASE

New OEM Organisation Registration

Note: The Exch me access the very i

Register now for ree access 10 the senice.

@ Organisation Details

Organisation Name Address Line1
Address Line2 [Opbonal] Cty
StatefProvinceiRegion ZipPostallérea Code
Country Website [Optional]
—~Select- v

Telephone Number

@ Main Contact Detalls

e Owr Ouiss Owrs

Jus Oor
First Name LastName
Job Tite Email
Telephone Number Mobde [Optional]

Now all of your devices can be

Figure 2: OEM Organisation Registration form

f. Provide the mandatory details and submit the form.

v and delner end usec

© Note

* Organisation Name - Only one Organisation name is allowed per registration

form

* Country - Select the country where your head offics is located from the drop

down list

* Telephone Number - To be completed in an intemational format. This should

be the office main switch board phone number.

* Telephone Number - To be completed in an intemational format. This should

ba the main contacts own phone number Example
1 USA: 12481234567,

2 UK: 448489123456,

3 China: 851069445454

g. Once you submit the form, you then need to read, sign and accept the GSMA Network

Settings Exchange Terms of Use.

h. Providing the signee details is the way of signing / accepting the Terms of Use.

Terms of Use

If you are not able to view the below content. Refer the Note section to Enable the PDF Viewer.

GSMA NETWORK SETTINGS EXCHANGE
TERMS OF USE FOR BRAND OWNERS/OEMS

Effective date of last revision: 1 September 2019

These terms of use govern Your use as an OEM/Brand Owner with GSMA of GSMA Network Settings
Exchange. Please read these terms of use carefully before You register or use GSMA Network Settings
Exchange. These terms of use tell You how the GSMA Network Settings Exchange works, how our agreement
may be updated or terminated, and other important information.

By registering, using or accessing GSMA Network Settings Exchange, You agree to these terms of use, as
updated from time to time in accordance with clause 9.1. If You think that there is a mistake in these terms,
please contact GSMA at imeihelpdesk@gsma.com.

INTRODUCTION:

(A) The GSMA represents the interests of mobile operators worldwide, uniting more than 750 operators with
over 350 companies in the broader mobile ecosystem, including handset and device makers, software
companies, equipment providers and intemet companies, as well as organisations in adjacent industry
sectors.

_ I hereby agree to the above GSMA Terms of Use for Network Settings Exchange for Nokia, as its duly authorised representative:

Name Job Title Email

© Note

Google Chrome

o R R SR

Open the browser menu

Go to the settings

Click Advanced

Under "Privacy and security," click Content settings.
Near the bottom, click PDF documents.

Turn off Open PDF' using a different application

Mozilla Firefox

PRI

o

Safari

W

o o

Internet

w N

o

Open the browser menu
Navigate to the Options button
Choose Application on the toolbar

In Application you can find the option “Portable
Document format" window.

Select "Preview in Firefox”

Open the browser menu

. Navigate to the Preferences

Click on the "Preferences”

From the new window that pops up, select security
before selecting website settings.

List of available plugins appears

Choose the "Aways Allow" option for Adobe Reader
plugin.

Explorer

Click on Tools

. Select "Manage Add-ons”.

When window on add-on types appears choose toolbars
and extensions

Choose the option of all add-ons and then select "Adobe
PDF Reader” from the list of add-ons
Select and click the "Enable” button

Figure 3: OEM Organisation Terms and Condition signing page
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i. If there are any errors with the information provided, the system will alert you and
allow you to make revisions. Resolve any issues identified by the system and click
submit.

] Once the form is complete, click submit to complete the registration.

On successful completion of the registration, the main contact will receive a system generated e-
mail acknowledgement. Your registration details will be reviewed and approved by the GSMA.

On approval, an organisation ID will be generated and your GSMA Network Settings Exchange
account will be created. The organisation ID along with the username and system generated
password will be sent as an email to the Main Contact of the organisation and to all the registered
users. Each user can then login using the username and the password provided.
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Login for the first time

On the first login after the registration, you will be prompted to change the system generated

password provided at the time of registration as shown in Figure: 4 below.

The system will allow access to other functions only after successfully changing the password and

setting Security Question & Answers.

n

2 Change Password

This is your first login. Change the temporary password provided to you.

Password Policy

= At Jeast 8 characters in length. Maximum 15.

= Contains st least 1 lowercase character (a through z)
= Contains st least 1 uppercase character (A through Z)
= Contains st least 1 numeric digit

= Contains st least 1 non-alphanumeric character (! ~ * 2.@ .&.," 5.(.).+.2./._.-)

Enter New Password Confirm New Password

@ Security Questions

Securty Questions Securty Answers

Creste 5 mandstory questions and answers which you can remember. The system will use a question to authenticate when you login.

Figure 4: Change Password & Security Questions
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Subsequent Login
Enter your username and password in the GSMA Network Settings Exchange home page

If the user ID and password does not match the details available in the database, the system will
display an error ‘Invalid Username / Password’.

On successful entry of user ID and password, the system will redirect to the Account Security
Question page as shown in Figure 5. You must give a correct security answer to login successfully
into the system.

& Account Security Question

Security Question

Favourite Colour

Security Answer

Figure 5: Account Security Question

On successful authentication, the system will log in to the GSMA Network Settings Exchange and
the dashboard will be displayed. Go to section “Access/Download MNO/MVNO Settings File”
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TAC User Access to GSMA Network Settings Exchange

OEMs having a TAC account need not register for GSMA Network Settings Exchange
separately. Instead once you login to your IMEI Db account, you will be prompted to accept or
reject access to GSMA Network Settings Exchange.

If you are responsible for GSMA Network Settings file management within your organisation
you can accept the access, or you can reject the access and forward the instructions to a
colleague who is responsible for liaising with operators to obtain their latest settings.

Accept access to GSMA Network Settings Exchange

Once you accept access from the prompt message, the system will check if yourorganisation
is already registered to the service. You can select your organisation from the list that will be
shown. Once you find your organisation you will be added as a user to the already registered
GSMA Network Settings Exchange account. An email request will be sent to GSMA for
approval. GSMA Helpdesk will review your request and activate your access.

If your organisation is not already registered, you can click on ‘Click Here’ to register link. The
system will automatically register your organisation and activate your access to the service.
Once activated, the system will prompt you to navigate to the new service or stay within the
IMEI Db platform.

For future access, either log in through the IMEI Database using your IMEI Database account
details. You will be able to see a link on the top ‘Go to Network Settings Exchange’. Click on
it to navigate to your NSX account. You will not be required to login again if you are already
logged into the IMEI Database. To navigate between the two services, click ‘Go to IMEI
Database’ from the top bar in the Network Settings Exchange account.

Reject access to NSX

Please reject access to the service if you are not responsible for operator network settings file
management within your organisation. The system will not prompt you again in your future
logins. However you can request access at any point in the future by submitting an application
form using the link on the GSMA Network Settings Exchange home page.’

Forward access to another user

We encourage you to forward details of the service to colleagues within your organisation who
are responsible for operator network settings file management but do not have access to the
IMEI Db TAC allocation account. Once you click forward, the system will open the email client
with default subject and mail content. Simply provide the To address and send the email.

The user will receive an email with the instructions and can click on the link provided in the
email and register for an account to access MNO and MVNO settings.

Please note, NOT to remove the link from the email content displayed when forwarding the
email.
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15 days period to access Settings file

Once you register and gain access to the service, an email is sent to all the registered
MNOs/MVNOs to review their access privilege to your organisation. The MNOs/MVNOs can
approve or reject providing access to their files.

The MNOs/MVNOs are given 15 days, from the date of your registration, to do so.
The MNOs can also review OEM access every time they upload their settings.

You will see the note below when you go to download settings until this 15-day period.

Network Settings List

© Note:

»  You will be able to access operator network settings only after 15 days from the date of your organisation approval to Network Settings Exchange.You have 14 days left!
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Access/Download MNO/MVNO Settings File

To access the settings file, go to menu Settings Management and click Download Settings.
The setting files that were provided access to your organisation by the MNOs will be listed.
See image below

The network identifiers for the file can be viewed by clicking on the icon respective to the file
under the Network Identifiers column

You can click on download icon respective to the file to download individual files, and the file
will be downloaded to your system

To download multiple files at a time, check the boxes respective to the files and click the
download button at the bottom of the list. Multiple files will be downloaded in a zip format.

To extract files within the .zip file, use a third- party tool, such as IZip (Mac) and 7-zip
(Windows).

The settings file will be available in the .xls, .xIsx and .csv formats only.
Each file will have the cover page with network identifiers it supports.

For any clarification on the file, you can reach imeihelpdesk@gsma.com

Network Settings List

© Note:

> Todownload multiple files at a time, select the files to be downloaded by selecting the checkbox next to the respective file o select the checkbox in the header row to select all files and click Download files (.zip) at the bottom

»  When you download multiple files, a compressed (zip) file is created. If you cannot extract the zip file with OS embedded unzip tool, use a third-party tool, such s IZip (Mac) and 7-zip (Windows)

»  Todownload a singe file, select the download icon under the download column respective to the file

»  Use Search to filter results by Operator Name or Country

Search By Show All v 1-100f73
File Name Operator Name Country Upload Date Network Identifier Download
3GPP-3GPP2 Multi Mode Vodafone Idea Limited India 28 Oct 2019
TAC_MEIDs_w_SG_GHA_update_2015_10_17.xisx -
3GPP-3GPP2 Multi Mode Vodafone Idea Limited India 28 Oct 2019 3
TAC_MEIDs_w_5G_GHA_update_2019_10_17.xisx =
2GPP-3GPP2 Muli Mode \odafone Idea Limited India 25 0ct 2019
TAC_MEIDs_w_SG_GHA_update_2019_10_17xisx -
3GPP-3GPP2 Multi Mode \odafone Idea Limited India 250ct 2018
TAC_MEIDs_w_SG_GHA_update_2019_10_17.xisx b
3GPP-3GPP2 Multi Mode Vodafone Idea Limited India 25 0ct 2019
TAC_MEIDs_w_5G_GHA_update_2019_10_17.xisx -
3GPP-3GPP2 Multi Mode Vodafone Idea Limited India 250ct 2019
TAC_MEIDs_w_5G_GHA_update_2019_10_17.xisx v
3GPP-3GPP2 Multi Mode Vodafone Idea Limited India 25 0ct 2019
TAC_MEIDs_w_SG_GHA_update_201_10_17.xisx -
61_15_220ct19_179_01_13Sep19_163_01_13Aug19_94 01 MVNO_operator_1 Wallis and Futuna Isiands 22 Oct 2019
_17Jul1S_Project Plan Feb 2015.xisx e
QA_Utilisation_ 01_NOV_2018 to 01_DEC_2018 xisx MVNO test2 Aruba 17 Oct 2018
A4
53_05_21Sep19_data xdsx Andorra Telecom S.A.U Andorra 17 Oct 2018
v

Figure 6: Select MNO / MVNO settings to be downloaded
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If the password is forgotten or lost, it can be retrieved by selecting the Forgot Password option
from the login screen as shown in Figure 7. The organisation Id for the accountis required to begin

the password retrieval process.

Go to Network Settings Database homepage.
Click on Forgot Password link displayed below the |

Provide the User ID in the ‘User ID’ field

oukrwnE

Click ‘Send me reset instruction’.
IMEI DATABASE

N

The world's first network settings hub for smooth,
simple sharing of network settings information
for mobile devices.

GSMA NETWORK SETTINGS EXCHANGE

ogin form

The system would change the display to enter organisation ID.

As an additional security, a Captcha text must be entered as shown in Figure below.

Contact

-3 C L

The GSMA Network Settings Exchange has been developed in collaboration with
manufacturers and network operators around the world, through the GSMA Terminal
Steering (TS) Group

An industry first, this new service provides operators’ one location to distribute their
latest network settings information to manufacturers und the world. This allows
accurate configuration of non-provisioned / open market mobile devices to ensure
they can support the customer with the services being promoted and offered by the
MNO / MVNO from the first insertion of a SIM

SERVICE BENEFITS

TIME EFFICIENT

No need to share network settings with
individual device manufacturers.

ONE GLOBAL LOCATION

Seamless access to the latest network
settings for device manufacturers.

0 ©

User ID

Forgot Password?

LOGIN @

OPTIMIZED CUSTOMER EXPERIENCE

Customers receive the right settings, even if
the device is not provisioned to a network.

)

access these

HOW IT WORKS
1. 2 3.
Operators upload their latest settings to the visit one for When p
GSMA Settings ge p access to the latest network settings to host settings, they will be configured correctly.

on thelr servers.

ONLINE APPLICATION PROCESS

OEMs / CHIPSET

@ lIlI
PROVIDER L

éubmn application form y , .

MOBILE NETWORK
OPERATORS (MNOs) /

()

NETWORK OPERATORS (MVNOs)

Select appropriate licence type

APPLY NOW @

Figure 7: Forgot Password

MORE INFORMATION

by

PDF DOWNLOAD
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o Forgot Password?

Enter your user id below and we will send you the instructions to reset
your password

Enter your User Id

hQbiNg ©

Enter the text displayed above

Send me reset instructions

Figure 8: Retrieve Password

Once you submit the information, the system verifies the details and sends the reset password
instructions to your registered email id. The message ‘Forgot Password request successful’ will be
displayed as shown in Figure 9.

' Forgot Password request successful

Instructions to reset your password have been emailed to radhakrishnak@venusgeo.com. Please check your email for next steps.

Figure 9: Forgot Password request success

On receiving the reset email, you can click on the reset link and change your password by following
the instructions
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Change Password

The user can also change the password anytime using the menu ‘User Management > Change
Password’. The screen below will be displayed

1. Enter the old password

2. Enter the new password

3. Enter the new password again in the Confirm Password field
4. Click Confirm.

The new password should follow the IMEI Database password rules mentioned on the password
policy as shown in Figure 8.

N
. Change Password © Note
Your password has expired and you need to change it before you sign in to Network Settings
Old Password Exchange
*  Change your password to continue using Network Settings Exchange.
New Password Password Policy

= Atleast 8 characters in length. Maximum 15.

= Contains at least 1 lowercase character (a through z)
Confirm New Password

= Contains at least 1 uppercase character (A through Z)

= Contains at least 1 numeric digit

= Contains at least 1 non-alphanumeric character (| ~ * # @ &.* $.(.),+ 2./ _
)

Figure 10: Change Password

On successful change of new password, the system will display a confirmation message as
shown in Figure 11.

v Password Changed

Your password was updated successfully.

Figure 11: Password Changed

The password will be valid for a period of 60 days. After 60 days, the password will expire, and the
user is required to change the password after login.
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